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1 Overview 
In accordance with the requirements of the Departmental Manual (DM) 375, Chapter 19, every 
Department of Interior (DOI) procurement solicitation documentation such as Request for - 
Proposals (RFP), Requests For Information (RFI), Statements of Work (SOW), Statements of 
Requirements (SOR), etc. that involve the development of an Information Technology (IT) 
system or the use of DO1 information resources, must include appropriate Information Security 
requirements. Information Security requirements must be considered in all phases of the DO1 
procurement cycle: planning, solicitation, source selection/award, and contract administration. 

le-- 

This DO1 Office of the Chief Information Officer (OCIO) DO1 OCIO Memorandum titled, 
Information Securitv Requirements for Acquisition, dated August 18, 2004, describes the 
Information Security policy for establishing Information Security requirements for DO1 IT- 
related procurements. All DO1 contract-awarding officials must adhere to the policy guidelines 
presented in this bulletin, whether the IT-related services are procured by DO1 or other Federal 
government organizations on behalf of DOI. 

2 Requirements for Acquisitions and Contractual Agreements 
All contractors and other external organizations who are involved in developing information 
systems for use by DOI, or in providing any other type of service for DO1 in which Federal 
information resources are used, must comply with the guidance in the DO1 OCIO Memo 
referenced above. 

Information Security requirements will be considered in all phases or stages of the DO1 
procurement process. The applicable Program Managerlinformation system Owner is 
responsible for ensuring that the solicitation document includes the appropriate Information 
Security requirements. The Information Security requirements must be sufficiently detailed to 
enable service providers to understand what is required. A general statement that the service 
provider must agree to comply with applicable requirements is not acceptable. At a minimum 
DO1 requires that the Information Security requirements in the solicitation documents address 
the minimum DO1 information system security requirements contained in Appendix C, DO1 IT 
System Security Requirements. The applicable DO1 Program Managerlinformation system is 
responsible for ensuring that the minimum DO1 information system security requirements are 
implemented and complied with for any information system under their management control or 
purview. The applicable DO1 Program Managerlinformation system will involve the appropriate 
Information Security personnel fiom the beginning of the procurement lifecycle for any IT- 
related procurement. 

3 Processes 
The recommended general processes for implementing Information Security requirements in IT- 
related contracts are as follows: 



. 3.1 Guidelines to Program Manager or IT System Owner Tasks 
1. Identify Information Security and privacy requirements during the requirements analysis 

based on a specific analysis of availability, integrity, and confidentiality and the technical 
requirements of the contract. - 

2. Use Federal Information Processing Standard (FIPS) 199 and the DOI'Asset Valuation 
Guide to determine system sensitivity and criticality. 

3. Ensure that all hardware and software purchases conform to the current version of the 
DO1 Technical Reference Model (TRM) (see www.doi.nov/ocio/architecture). - It- 

4. Ensure that all system development efforts comply with the best practices, technical 
standards and product standards identified in the current version of the DO1 Technical 
Reference Model (see www.doi.~ov/ocio/architecture). 

5. Determine which Information Security measures will be necessary to protect Sensitive 
but Unclassified (SBU) information by listing the potential threats and vulnerabilities and 
then describing the measures needed to provide protection, including physical and 
environmental security safeguards. See 375 DM 19 for more detail concerning SBU 
information. 

6. If information sharing is involved, resolve any conflicts among all affected information 
owners or custodians and establish whatever MOUs or MOAs are necessary. In general, 
the information owner or custodian will establish the security level for their respective 
information. 

7. Develop specifications (either a Statement of Work or Performance Work Statement) that 
include appropriate Information Security requirements and address appropriate technical, 
administrative, physical and personnel security requirements. 

8. Develop evaluation criteria for use in the selection of the contractor. 

9. Participate in evaluation of the proposals received in response to the DO1 procurement 
document to ensure that they address and meet the minimum Information Security 
requirements and make a source selection recommendation. 

10. Undergo appropriate training to qualify as a Contracting Officer's Representative (COR) 
and serve as a COR as necessary. 

11. Prior to implementing any software configuration changes, obtain approval of.  the 
applicable ConfiguratiodChange Control .Board or Architectural Review Board. If no 
board exists, consult with the OCIO, Chief Technical Officer on the proper course of 
action. 

12. Prior to being moved into production, obtain approval of the applicable Technical 
Review Board, ConfiguratiodChange Control Board or Architectural Review Board 



(ARB) for all software updates. Ensure the Independent Verification and Validation 
(IV&V) is performed. If no board exists, consult with ihe OCIO, Chief Technical Officer 
(CTO) on the proper course of action. 

13. Ensure that periodic reviews of the project are conducted to ascertain whether - 
Information Security has been maintained at the appropriate level and compliance with 
the Information Security Program continued after award. All instances of noncompliance 
should be reported to the Contracting Officer or designated representative, for necessary 
action. 

. .. . 

14. Conduct closeout activities, including return of all SBU information and information 
resources provided during the life of this contract at the expiration or completion of this 
contract. ' 

3.2 Guidelines to Contracting Officer Tasks 
1. Support the Program Manager or Information System Owner during the requirements 

analysis phase by conducting market research and providing procurement planning 
assistance as needed. 

2. Review incoming Statements of Work (SOWS) and Performance Work Statements for 
IT-related acquisitions to ensure that Information Security has been addressed. If it has 
not, coordinate with the requisitioner to ensue compliance with the DO1 Information 
Security program. 

3. Include Information Security as an evaluation factor in IT-related acquisitions and ensure 
that Information Security interests are represented during the evaluation period. 

4. Appoint Contracting Officer's ~echnicd  Representatives (COTRs) who are 
knowledgeable in Information Security. If appropriate, appoint special COTRs with 
authority limited to Information Security matters in addition to general COTRs. 

3.3 Guidelines to Information Security Personnel Tasks 
1. Support the Program Manager or Information System Owner during the requirements 

analysis phase by evaluating requirements and providing advice on appropriate security 
measures. 

2. Review proposed Statements of Work and Performance Work Statements to ensure that 
the resulting contracts sufficiently define. Information Security responsibilities, provide a 

' means to respond to Information Security problems, and include a right to terminate the 
contract if it can be shown that the contractor does not abide by the Information Security 
terms of the contract. 

3. Participate in evaluation of offers to ensure that ~nformation Security requirements are 
adequately addressed. 



4. Approve contractors' IT security Certification and Accreditation (C&A) documents in a 
timely manner. 

5. Undergo appropriate training to qualify as'COTRs and serve as COTRs as necessary. 

4 DO1 and USFWS Cross Referenced Requirements 
The security requirements addressed below are required in all RFPs, RFIs, SOWS, SORs, etc. 
that involve the development of an information system or the use of DO1 information resources, 
must include appropriate Information Security requirements. 

. .. . .  - 
The following sections describe the Departmental requirement and how the Service will 
implement the requirement. 

4.1 Commercial Off-the-shelf (COTS) Hardware or Software 
If you are buying Commercial Off-the-shelf (COTS) Hardware or Software, you must put 
the following requirement(s) in the SOW or constraint in the Performance Work Statement: 

4.2 Development or Maintenance of Custom Applications Services 
If you are buying Development or Maintenance of Custom Applications Services, you must 
put the following requirement(s) in the SOW or constraint in the Performance Work Statement: 

Service Implementation 

All softwarehardware purchased must be h e  of 
malicious code such as viruses, Trojan horse programs, 
worms, spyware, etc. Validation of this must be written 
into the contract. 

i I 
I 

Malicious code or malware (short for malicious j 
software) is defined as software (or fmware)  designed 1 
to damage or do other unwanted actions on a computer 
system. Common examples of malware include viruses, / 
worms, Trojan horses and spyware. Viruses, for j 
example, can cause havoc on a computer's hard drive by j 
deleting files or directory information. Spyware can j 
gather data fkom a user's system without the user j 
knowing it. This can include anythmg fkom the web 
pages a user visits to personal information, such as / 
credit card numbers. .. .. ...... .... 1 
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DO1 Requirement -- 

Quality Control 
All software and hardware must be fkee of malicious 
code. I 

I 
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------ ----.--- --------------.--.. "- 
appropriate background investigations based on types of -. - 

access. The solicitation and contract should state the 
levels required for applicable labor categories or 
positions. 

Ordinarily, the vendor should be responsible for paying 
the cost the background investigations. Existing 
clearances at the same or higher levels may be accepted. 
The request forms should be included in the solicitation 
if possible. Work cannot begin on the DO1 system until 
the background ---- investigation ---- has at least been initiated. 

Non-disclosure Agreement 
Contractor employees who will have access to DO1 or 
Service information or will develop custom applications 
must sign a non-disclosure agreement prior to gaining 
access. Each agreement must be tailored to the contract; 
however, a sample agreement follows this matrix. A 
draft or sample agreement may be included in 
solicitations. After award, the COR will develop the 
final agreements, with the assistance of the solicitor. -- ----. - 
Training 
Contractor employees must take DOI's end-user 
computer security awareness training prior to being 
granted access to DO1 data or being issued a user 
account. Training must be renewed annually. 

............. .. - .......... -. ..................................... - ... -- -. ................................. - ........................ 
Contractor Location 
Custom software development and outsourced 
operations must be located in the United States to the 
maximum extent practical. If such services are 
proposed to be performed abroad, the contractor must 
provide an acceptable security plan specifically to 
address mitigation of the resulting problems of 
communication, control, data protection, and so forth. 
Location within the U.S. may be an evaluation factor. 

......... ........................................................................................................ 

Applicable Standards 
Contractors must follow the DO1 System Development 
Life.. Cycle. ISDLCL. NI?T . SP. ,500-64,. ..and ..... the_ ... m. 

Resources for specific information concerning 
background checks (i.e. investigation types based on job 
role, associated costs). 

. - .. .....*. 

Non-disclosure Agreement 
All contract employees who will have access to 
DOIIService information (this includes information 
systems) or will develop custom applications for use in 
DOIIUSFWS must sign and submit a non-disclosure 
agreement. Copies the completed non-disclosure 
agreement(s) will be maintained in the contract file. 
The standard USFWS Non-Disclosure Form can be 
found at http://forms.fws.gov/3-2235.udf. 

Training 
All contract employees must take the DO1 IT Security 
Awareness Training, this is an annual requirement for 
all DO1 and Service employees (government and 
contract). Additionally, the contract employees must 
sign a Statement of Responsibility (SOR) that states 
they have read the USFWS IT Appropriate Use Policy 
and other applicable IT security policies. The FY 2005 
DO1 Information Security Awareness Training can be 
found at http:N\vn~v.doiu.nbc.nov!itsecurity/ or be 
provided by the RITSMs on CD-ROM. 

The USFWS Statement of Responsibility (SOR) can be 
found at htt~:iifoms.fws.gov/3-2212.vdf. The training 
and copies of IT security policy can be obtained fiom 
the Regional Information Technology Security 
Managers (RITShis). ............................ - ................................................ - ................... - .......... 

Contractor Location 
If custom sofhvare is going to be developed and 
outsourced for use by DO1 or the Service, it must be 
developed and outsourced in the United States, as is 
practicable. If these services are to be performed 
outside of the United States, the contractor must provide 
a security plan that addresses the mitigation of problems 
such as communication, operational control of 
development, how the data will be protected (i.e. 
encryption, physical security), etc. It is incumbent 
upon the customer to research and verify this 
requirement. This requirement must be written into the 
contract. 

Applicable Standards 
~olkitations must include either the complete 
publications or a reference to public facilities, such as a 
-- 



they may be accessed. 

or the USFWS 

publication or a reference to public facilities, such as a 
website or office, where it may be accessed. 

Federal agency is required to provide a cost- 

n many things including the system classification 
data types processed which will be determined upon 

ecurity Needs Assessment Form (ITSNA) Survey 
o m  in Appendix D of the Asset Valuation Guide. 

a1 rights of any software developed for 

1 
! 
1 

! ~ 

software updates must be independently verified and / 
validated prior to being moved into production. The ; 
solicitation and contract should be clear as to which . 
party performs this function and is responsible for / 
associated costs. . . . .. , i 

All -updates to software must be tested and 
validatedlverified by an independent third party. The I 
contract must state specifically whether the Service or I 
the contractor is responsible for this. Contact the 1 
RITSM for detailed information concerning ... IV&Vs. I 



" .-- -' 

11 Certification and Accreditation (C&A) I Certification and Accreditation (C&A) 
Major Applications and General Support Systems must 
be certified and accredited (C&A) prior to going into 
production and reaccredited every three years or 
whenever there is a major change that affects security. 
C&A documents will be provided to the COR in both 
hard copy and electronic (specify) forms. The 
contractor must follow NIST SP 800-37, 800-18, 800- 
30,800-60 vol. 1 and vol. 2.800-53 - Annex 1, Annex 2 - 
and Annex 3, Federal Information Processing Standard 
[FIPS) 199 and FIPS 200, the associated DO1 
guidesttemplates, the DO1 Security Test & Evaluation 
(ST&E) Guide, and the DO1 Privacy Impact 
Assessment. Solicitations must include either the 
complete publications or a reference to public facilities, 
such as a website or ofice, where they be accessed. 

The Government will reserve the right to conduct the 
Security Test and Evaluation (ST&E), using either 
Government personnel or an independent contractor. 

The contractor will take appropriate and timely action 
(this can be specified in the contract) to correct or 
mitigate any weaknesses discovered during such testing,. 
generally at no additional cost 

The Designated Approving Authority ( D M )  for the 
system will be the official identified in DO1 Secretarial 
Order No. 3255. 

, , . .. . . .. . . .. , . , . . .. . .. . ... ,... . . , , . . . . . . . . . . .. . . . .... . . . . . .... . . . .. . . . ........ . - . . . .. .. . . . . . . , . , , , , . , . ... . ,. , , . , , , . .. . . .. ...,, . . . ,.. , , . , . . . . . .. .. . .. 

incident Reporting 
The contractor must report computer security incidents 

Any system categorized as a Major Application (MA) or 
General Support System (GSS) must undergo 
-certification and accreditation activities before the 
system is placed in a production environment. 
Certification and Accreditation (C&A) is the formal test 
(certification) and acceptance (accreditation) of system 
security controls for information systems. It is a process 
that recognizes, evaluates, and assigns assumptive 
responsibility for the risk of operating an information 
system. The risk assessment of the system identifies 
threats, risks, and vulnerabilities of a system- to d a m e  
and compromise. In the C&A process, the Service 
Designated Accrediting Authority (DM) evaluates tests 
of security controls performed by the system certifter 
and determine whether the residual risk to the system 
(that risk which was not eliminated by implementation 
of countermeasures) is acceptable and that the 
functioning security controls provides adequate 
protection for the system to operate. The Service 
requires that Service personnel follow the C&A 
methodology in the Department of the Interior 
Certification and Accreditation Guide. Within the 
Service, application of this process is mandatory for 
C&A of information systems. System Owners must 
ensure every GSS and MA has been certified and are 
accredited. All information systems require certification 
as a prerequisite to accreditation. The Service uses the 
C&A methodology in the DO1 C&A Guide. 

The ST&E is a mandatory technical test that verifies 
that the security controls outlined in the C&A 
documentation are valid and meet the minimum 
DOI/USFWS standards. Generally, the system 
developer conducts the ST&E, but the Service reserves 
the right to conduct the ST&E or outsource it to an 
independent third party. 

If any security weaknesses are discovered as a result of 
the ST&E, the contractor must develop a plan to 
mitigate those weaknesses in a timely manner. The' 
mitigation of these weaknesses should not result in 
additional costs to the Service. 

Currently, the USFWS Director is the DAA. 

Contact your RITSM to for questions concerning the 
C&A process. . . . . .. . .. . .. .. . . . . . .. .. . . .. . . . . . . . .. . . . , . . . . . . . . . . . , . . , , , . .. . , . , . . , , . . . . ... . , . . , . , . . ., , , , . . ... .. . . . . .. . . . . . . . . . . . .. . . . . . . . . . . . 

Incident Reporting 
Contractors must report any computer security incidents 

;I affecting DO1 data or systems- in accordance with the ( or suspected security . incidents . -  . that affect Service data 



11 where it may be accessed. / (  .guide. Contact your RITSM for questions concerning I( 

-p----------..--.-----..,-----.." - ---.-----.--.--.--.----- 

; the Computer Se* Incident "L 1 -.--- 

~ [ ~ * ~ c G & ~  j 1 Quality Control 

DO1 Computer Incident Resvonse Guide. Solicitations ' 
must include either the complete publication or a 
reference to public facilities, such as a website or office, 

11 All software and hardware must be free of malicious ' 1  All softwarehardware purchased . must be free of ) I  

or information systems.in accordance with the 
Computer Security Incident Response Team Handbook. 
The USFWS guide mirrors requirements in the DO1 

f 1 . code. 1 [ malicious code such as viruses, Trojan horse programs, 1)  
worms, spyware, etc. Validation of this must be written 
into the contract. 

Malicious code or malware (short for malici 
software) is defined as software (or fmware)  
to damage or do other unwanted actions on a computer 
system. Common examples of malware include viruses, 
worms, Trojan horses and spyware. Viruses, for 
example, can cause havoc on a computer's hard drive by 
deleting files or directory information. Spyware can 
gather data from a user's system without the user 
knowing it. This can include anything from the web 
pages a user visits to personal information, such as 

At least annually, all high risk systems and systems 
accessible from the Internet must be independently 
penetration tested. Electronic and hard copy reports of 
penetration test results will be provided to the COR. 

credit card number- t 

report (at least monthly) to the COR who will forward 
the report to the RITSM. Details regarding VAM can 
be obtained h m  the RITSM. 

i 

Vulnerability Analysis 
All systems must be scanned monthly with a 
vulnerability analysis tool that is compatible with the 
software in use by the OCIO at the rime (spec@ this in 
the solicitation). All "safe" or "non-destructive" checks 
must be turned on. All electronic copy of each report 
and session data will be provided to the COR. 

All Service high risk infomation systems (i.e. systems 
that contain financial, privacy, FOIA, Trust data) that 
are accessible from the Internet must have penetration 
tests conducted on them at least annually. A penetration 
test is a method of evaluating the security of a computer 
system or network by simulating an attack by a. 
malicious hacker. The process involves an active 
analysis of the system for any weaknesses, technical 
flaws or vulnerabilities. This analysis is usually carried 
out from the position of a potential attacker, and can 
involve active exploitation of security vulnerabilities. 
Any security issues that are found will be presented to 
the system owner together with an assessment of their 
impact and often with a proposal for mitigation or a 
technical solution. The penetration test can be 
conducted by either an independent-third party or the 
Government, but the decision lies with the customer. 

Vulnerability Analysis 
All Service information systems must be scanned for 
vulnerabilities. All Service information systems are 
scanned with various vulnerability tools. Currently, the 
primary tool in use in the Service is called VAM 
(Vulnerability Assessment Monitor). Information 
systems maintained or residing at contractor sites must 
use VAM (or a compatible tool) and send an electronic 



forward these to the RITSM. 

scans, the contractor must develop a 
those weaknesses in a timely manner. 

ealcnesses discovered during such testin 
additional cost. 

Contractor employees who will access DO1 data mu 
acknowledge a Government-approved logon warnin 
prior to each logon to the system. 

computers and networks provides legal notice to 
accessing them that they are using a U.S. 

overnment system that is subject to monitoring. Users 

stems must display warning banners upon connection 
given system. These banners will display a warning 
states the system is for legitimate use only, is 

ect to monitoring, and carries no expectation of 

inherently provide users a right of privacy. As such, 
Service reserves the right to monitor use in 

Program policies. However, System Owners 
tify users of monitoring prior to system access 



-.---------.-- 
Security Controls 
Contractors must comply with the security controls in 

sensitivity and criticality of the data or system. For 

I NIST SP 800-53 or FIPS 200 that are appropriate to the 1 I 

details concerning required security controls, contact 
your RITSM. 

3 

.. . 

I 
--j - .- ... , .. -. - 

i Security Controls / 
Contractors will be required to ensure compliance with / 
of NIST SP 800-53, Annex 1, Annex 2 and h e x  3 or 
the security control requirements of the current version I 
Federal Information Processing Standard (FIPS) 200 1 
(scheduled to be published in the Fall of 2005) that are ' 

appropriate to the sensitivity and criticality of the data 
.or system. FIPS 199 and the DO1 Asset Valuation ( 
Guide will be used to determine sensitivity and ' 

criticality. Solicitations must include either the 
complete publication or a reference to public facilities, I 
such as a website or office, where they be accessed. 



4.3 Outsourced IT Services or On-Site Support Services 
If you are buying Outsourced IT ~ervi'ces or -0n-site Support services, you must put the 
following requirernent(s) in the Statement of Work (SOW) or constraint in the Performance 
Work Statement: 

Background Investigations I I Background Investigations 
 ont tic tor employe& who will have access to DO1 
information or will develop custom applications are 
subject to background investigations. The 
1eveYcomplexity of background investigations must be 
the same as for a Federal employee holding a similar 
position; DM441, Chapter 3, provides guidance for the 
appropriate background investigations based on types of 
access. The solicitation and contract should state the 
levels required for applicable labor categories or 
positions. 

contractors and contractor erjnployees acting for or on 
behalf of the Department of the Interior must om 
and maintain, a favorably adjudicated background 
investigation at a level equal to that which would be 
conducted for a federal employee with similar duties 
and responsibilities. Contact the Division of Human 
Resources for specific information concerning 
background checks (i.e. investigation types based on job 
role, associated costs). 

Ordinarily, the vendor should be responsible for paying 
the cost the background investigations. Existing 
clearances at the same or higher levels may be accepted. 
The request forms should be included in the solicitation 
'if possible. Work cannot begin on the DO1 system until 

has at least been initiated. : :I_.__ ............ 

Non-disclosure Agreement 
Contractor employees who will have access to DO1 or 
Service information or will develop custom applications 
must sign a non-disclosure agreement prior to gaining 
access. Each agreement must be tailored to the contract; 
however, a sample agreement follows this matrix. A 
draft or sample agreement may be included in 
solicitations. After award, the COR will develop the 
final agreements, with the assistance of the Solicitor. ..... - - - ......... -. ................ -. ................................................................ -. ...................... - ... 

Training 
Contractor employees must take DOI's end-user 
computer security awareness training prior to being 
granted access to DO1 data or being issued a user 
account. Training must be renewed annually. 

Non-disclosure Agreement 
All contract employees who will have access to 
DOUService information (this includes information 
systems) or will develop custom applications for use in 
DOVUSFWS must sign and submit a non-disclosure 
agreement. Copies the completed non-disclosure 
agreement(s) will be maintained in the contract file. 
The standard USFWS Non-Disclosure Form can be 
found at http:liforms.fws.gov/3-2235.vdf. ...... ......................................... 

Training 
All contract employees must take the DO1 IT Security 
Awareness Training, this is an annual requirement for 
all DO1 and Service employees (government and 
contract). Additionally, the contract employees must 
sign a '  Statement of Responsibility (SOR) that states 
they have read the USFWS IT Appropriate Use Policy 
and other applicable IT security policies. The FY 2005 
DO1 Information Security Awareness Training can be 
found at http:Nwww.doiu.nbc.~ov/itsecurityl or be 
provided by the RITSMs on CD-ROM. 

The USFWS Statement of Responsibility (SOR) can be i 
found at httu://forms.fws.gov/3-2212.vdf. The training ' 

and copies of IT security policy can be obtained from 
the Regional Information Technology Security 1 
Managers (RITSMs). 1 .......................................................... ..................... .- ....................... ...-.......... ....... .i 



employee leaves the contract or is 

unfriendly termination. 

address mitigation of the resulting problems 
communication, control, data protection, and so fo 
Location within the U.S. may be an evaluation factor. 

, physical security), etc. It is incumbent 
customer to research and verify this 

isclosure. The required security controls are based 

ompletion of the DO1 Information Technology 
ecurity Needs Assessment Form (ITSNA) Survey 
o m  in Appendix D of the Asset Valuation Guide. 

ur RITSM for questions concerning the Asset 

rights of any software developed for 

for more detail. 
























